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Bill Eller’s job requires him to travel the rural areas as the Water Resources Technical Coordinator and State Agency
Liaison with the Washington State Conservation Commission. Eller has the opportunity to interact with farmers,
ranchers and other residents of rural areas who he believes are a valuable, untapped resource in the watch against
terror.
1) Prior to taking the Technology for Homeland Security course, Eller had a general idea of what his master’s degree
thesis topic would be. The topic involved the use of rural American’s as additional “eyes and ears” of the American
intelligence community to combat domestic terrorism and supplement natural resource preparedness efforts.  
During the Technology course, he refined this topic. There is a vast, untapped resource available to the federal
government and the Department of Homeland Security in the war on terror, Eller noted. That resource is the citizens
of rural America. The citizens who comprise rural America have long been ignored by the efforts to wage the war on
terror, and have been told, along with their urban counterparts, that the government would wage the war on terror,
not citizens.  
The question became how to harness this untapped resource. The solution that came to Eller, based on what he
learned in the Technology for Homeland Security course and Critical Infrastructure course, was to use an already
established network familiar to and trusted by rural Americans to gather the information that rural Americans’ were
collecting and act as an agent for rural America and the American intelligence community. That network is the
nation’s 2,946 local conservation districts. Conservation districts, as a unit of local government, occupy a unique
place in their local communities due to their non-regulatory nature and as a result have a high degree of trust in their
local communities. Conservation districts would forge a partnership with rural Americans and state fusion centers for
information gathering purposes and a new information system would be created – the Rural Information Network
(RIN). Information that came into the RIN would be analyzed by intelligence analysts at the state fusion center and
used to support the war on terror. In this way, rural America could be leveraged by the Department of Homeland
Security and the American intelligence community as a force multiplier. 
2) The RIN is designed to meet the policy directives combating terrorism and responding to natural disasters set out
in the Homeland Security Presidential Directive 8: National Preparedness (HSPD-8) and the Interim National
Preparedness Goal (Homeland Security Directive 8: National Preparedness, 2003), (Interim National Preparedness
Goal, 2005).  The capability-specific priority in HSPD-8 that the RIN would most directly meet is 3.2.1:  information
sharing and collaboration to enable effective prevention, protection, response, and recovery activities.  Priority 3.2.1
acknowledges that “[e]ffective terrorism prevention, protection, response, and recovery efforts depend on timely and
accurate information” about terrorists and their operations, targets, and methods (Interim National Preparedness
Goal, 2005, p. 12).  By “collecting, blending, analyzing, and evaluating relevant information from a broad array of
sources on a continual basis,” homeland security will be enhanced (Interim National Preparedness Goal, 2005, p.
13).  
However, while HSPD-8 recognizes that citizen involvement is paramount in fighting terrorism, the limited avenues
that DHS has created for citizen participation are largely ineffective (Citizen Corps, Neighborhood Watch) with
regard to information collection efforts in support of the American IC. 
During the Technology course, students learned the value of an open information-sharing environment.  Any system
that was to be created for information sharing would benefit if the data and the system itself could be open to all
users.  Further, more resilient systems are those that truly are a “system of systems,” meaning that command and
control is diffuse over the system so that if a node is knocked out, the system can continue to function.  All of these
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principles are incorporated in the RIN.  The RIN seeks to establish a simple yet effective data and information
collection system that can be used in partnership with the local, state and federal intelligence community.  The RIN
seeks to generate high levels of acceptance by engaging stakeholders at all levels and using a network that is
familiar and already trusted by rural Americans. 
3) While terrorists are increasingly targeting rural America and using rural America for operational support and
training, the Department of Homeland Security’s message of vigilance in the war on terrorism and of prevention,
mitigation, and recovery after terror events or natural disasters is not taking root in rural America because the
communication methods are not effective and local, rural law enforcement are overwhelmed.  The federal
government, DHS, and the American intelligence community increasingly rely on the use of internet portals
(Homeland Security Information Network (HSIN)), social media, and Web 2.0 applications to establish
communications relationships with citizens. While rural citizens are beginning to use these new technologies, the
most effective means of communications in rural America is still face-to-face meetings and one-on-one interactions.
Ineffective communication leads to impaired or non-existent relationships, and this degrades or disintegrates trust.
Trust is necessary for effective communications.  Establishing the RIN would repair the trust relationship that has
been damaged between the federal government, the intelligence community, and rural America, thus allowing the
special demographics, skills and abilities of rural Americans to be leveraged by the Department of Homeland
Security as a force multiplier in the war on terror. 
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